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Steganalysis of JPEG images using non-linear residuals
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Abstract: Most current JPEG steganalytic methods can only extract features from a series of linear residuals. Non-linear
filters are not considered in these JPEG steganalytic methods, resulting in single types of residuals. Hence, a JPEG ste-
ganalytic method using non-linear residuals was proposed. Firstly, non-linear residuals were generated without a high
computational cost by using element-wise minimum and maximum operations across a couple of linear residuals which
had been obtained in the current JPEG steganalytic method. Secondly, according to the JPEG phase, the non-linear resid-
ual was divided into sub-residuals in which the histogram features were extracted. Thirdly, considering the minimum and
maximum operators, the symmetrization method was accordingly designed. Finally, all the symmetrized histogram fea-
tures were concatenated to form the final feature set. Experimental results indicate that the performance for JPEG ste-
ganalysis can be improved effectively by using both the linear and the non-linear residuals.
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(6,1) XF LY BT BRHIE 2 AT 5 3R, X5 UG 5%

USD FAEAL (1,2) RERIE FHABRL R Q 2 —E1.

2k L ATiR, DCTR IR PR DB P SR ug b 32
X FR A 7 A B

2) B3F PHARMmnmx XJFREFH iR G Hi k.
7E PHARM JEZRIH I HEmE (P08 3 o, g &AN3E
LRI Z B U 19 (a,b) ARALEL T B U0 33t
ITPHE, 193 A0 = /EJ R R, AT LA H)

U Bl g gl F gD 495, 155

¥ e FneD P, 158D .

G R R B BEATRR S R, A5 E
R BES B3 B (R, ) 1 B (R, ) o TEA R SE R
(a,b)=(1,2), EFRTHN 75, REHEIZEN 0.4
bpnzAC ) J-UNIWARD , 7§ #| B, (h2),)-
B, (R, )=-0.004~0, WiE T A UL UL
A IR A B PR ) A B A

TRk, k¥ (ab) MALHE DT E 0 S
8-r—a,8—s-b)~ (a,8—s—b) M (8—r—a,b) HfL
ME T EEIFFEHTRSRN, FH¥ (a,b) AL
ME T E DS 8—r—a,8-s-b)+ (a,8—s—-b)
(8 —r—a,b) FHAL I B 7 B P42 )5 #EAT B 5 K
We A5 2 B S A S8 245 kAT k. 78
RIS, JPEG AHAT (a,b) & BEHLIE R,
SRR RST rxs W2 BENLIY, FIEE TN 75,

pleb) —

max

h(a,b)

‘Merged °©

h(l,z)

Concat

7E PHARM {1 AELR PEJE B S n& HH , JPEG AR (a,b) ~
8-r—a,8—s—b)\ (a,8—s—b) (8—r—a,b) XN
(B 5 IR W] & 9F 1, X5 0% sus sy
FAHAL AR Q 2 —FH.

25 LRTiA, PHARM [¥1ELE M I SR h 2
PR3 ot A R o

3) ik GFRmnmx XFREHIEMEHENE. 1E
GFR [{JHELR RIS SRE 008 3 o, B AN LR T

X

LR U 110 (ab) HIBLIELTT I RO ST,
8 B B = URS“D | KA, T L 5 )

U
P

Nea

B = U RS AW PR 453, 193]
$,0

HheD FORED P, 158 R0

Sy A ke ARG AT RS R, 193
RL W 5 12 26 P (gt ) 1B ( o FEA IR
H, (a,b)=(,2), HREKTAH 75, RERERN
0.4 bpnzAC [¥) J-UNIWARD, 73| B, (hi2,)-
BL(Hi2,) = 0,004~ 0., Wil T 43 UL M UL
A R AR A B P A B

R K, e 2 AN JPEG AR E T B &
JRBAT RSN, 53] B, (hate”) . ¥ 24
JPEG HHAL 1 B 7 EPt 8 5 AT RSk, 13 2
B, (B0 Dy o ¥ 2 IRBS SR 45 AT I . 72

AW, (a,0)=(12), ¢,d {017, B
RN 75, B 58324 0.4 bpnzAC ) J-UNIWARD,

(a,b)

erged ©

h(a,b)

Concat

B 5 %3k N 0.4bpnzAC ) J-UNIWARD , 1BE R A (c,d) 10 B, (hG2S") = By (h32X ,
By (M) = By (RS2} = 0.008 ~ 0, %2 Fiw,
x2 GFR B3 MR IR R R B Py (Mg ) — Py (homs®
d
C
0 1 2 3 4 5 6 7
0 0.023 0.019 0.010 0.061 0.055 0.060 0.012 0.019
1 0.022 0.030 0.000 0.086 0.061 0.068 -0.003 0.026
2 0.017 0.000 0.027 0.060 0.060 0.053 0.029 0.000
3 0.057 0.056 0.062 0.065 0.068 0.071 0.049 0.053
4 0.060 0.053 0.062 0.069 0.054 0.063 0.058 0.047
5 0.051 0.050 0.049 0.070 0.060 0.070 0.047 0.050
6 0.018 0.000 0.028 0.050 0.059 0.051 0.022 0.001
7 0.019 0.023 -0.003 0.069 0.052 0.069 -0.003 0.022
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3 2 AJ 41, 7E GFR IR SR sk mg A,
JPEG HIBZ (1,2) ~ (7,6) ~ (7,2) ~ (1,6) ~ (2,1)~ (6,7)
(2,7~ (6,) XL E T R IE R T &, X5
UYo o U AL (1,2) 5N & A AL 4E Q

K.
£R EPTA, GFR HARZE IR R b f2 Hh %t
MRE AR A .

33 BRSNS
T IR TR AR 2 1) JPEG B S 7
T 7B Rk, XA SCHR ) DCTRmnmx
PHARMmnmx. GFRmnmx #47 7 K&ESZI 5 HT .
Hrp, R3~FL5RAERERTHT5. BEEEN
0.4bpnzAC ] J-UNIWARD 5256 261 R 3EAT
#x 3 4 H T EL4 DCTR. DCTRmnmx .

DCTRspam+mnmx 1) f& W &5 &% % . H 1,
DCTRspam+mnmx % 7~ # Ji 4 DCTR Hl

DCTRmnmx HHEFHRMFFIE. WK 3 FrfUE
H, RFIE4ERUR D 1) DCTRmnmx 1] PLEUAE 5 R 4G
DCTR FIARIA MRS 10 H, BT REH T2
PRI AE 2R % 22 1%, DCTRspam+mnmx FE 18 UG
B L RS U P i
#* 4 45 T )R PHARM. PHARMmnmx.

PHARMspam+mnmx FJf 45 R 3 . AR 4 ]
PLE 1, PHARMmnmx A] PLEUAS 5 7 46 PHARM

PHARM 1 PHARMmnmx $f#% J5 , FIF T 2 £ /0
etk 22 R, e BT B8 4 1A A 00 12 R
x5 4t 74 GFR. GFRmnmx .
GFRspam+mnmx. GRF (Gabor rich feature) ')
KERE . WE 5 BT AR, 54 GFR M
b, 4RAEZERCR /D Y GFRmnmx 7] LU AR RS

R, T H, MR T4ETeHER GRF RHE, R
44 GFR M GFRmnmx #f ¥ 5 B & 1

GFRspam+mnmx f& % U5 5 47 ke I 14 B

* 6 51 T )i 4 DCTR. DCTRspam+mnmx.
544 PHARM. PHARMspam+mnmx. Ji45 GFR.
GFRspam+mnmx iX 6 Fifa 5 73 HrREIELEAS [F] 244
THIRSEMGSER ., W& 6 hrarblEH, X TAFH
MREE T BREHEE. AR, diadeditkz
K% 5 #GE T R34 TE TJPEG FUZBE S AT AE .
Biltn, HEERTHN 55, BEHEEAN 0.2 bpnzAC
(1) J-UNIWARD i, L% DCTR HFAEAH L,
DCTRspam+mnmx FIRC IR B4R T 1.48%. 4
AN 95, B 5 515N 0.3 bpnzAC [ UERD K,
5545 GFR 4#1EAHEL, GFRspam+mnmx H 45 #
FEFER T 0.59%. HHULAT L, ASCHEH TR
PEFR 21 JPEG B RR S i ik 2B w i, Ao
T IR 22 B ) 22 FEAE , T L A 3R 5 5 6 JPEG
EUG Se iR I semm, A/ JPEG BG5S

AHALL B A5 W P B . PHARMspam+mnmx B 5 46 MR ZE,
%3 JF%4 DCTR. DCTRmnmx. DCTRspam-+mnmx BN $81R
K65 43 T RFALE RRAIE 4K P T B,
J5 4 DCTR 8 000 AR 0.1539
DCTRmnmx 2100 E[2 U3 0.159 8
DCTRspam+mnmx 10 100 L& AR PR, 0.1433
x4 [£% PHARM. PHARMmnmx. PHARMspam+mnmx 894 /$8iR 5
W5 43 BT RFALE FHAE 45 FSS AR B,
Ji 4k PHARM 12 600 LA UE B 0.130 4
PHARMmnmx 12 600 R PR 0.128 6
PHARMspam+mnmx 25200 LM &AL PEIED, 0.118 2
=5 "% GFR. GFRmnmx. GFRspam+mnmx. GRF B8R E
K& 5 43 BT RHAE AL 4R WEBITVE B,
JR 46 GFR 17 000 AR 0.103 1
GFRmnmx 5400 R UE 0.1017
GFRspam+mnmx 22 400 LR &AL PEIED, 0.094 5
GRF 92412 HAEDEB 0.0952
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%6 Z IS S ITFFEE AR K4 T B NEEIR E
% gi f}; i;fc/ J54f DCTR  DCTRspam+mnmx  J54f PHARM  PHARMspam+mnmx  J#4f GFR  GFRspam+mnmx
0.05 0.464 1 0.459 6 0.459 8 0.456 1 0.450 1 0.448 7
0.1 04118 0.406 2 0.388 0 0.3855 0.383 4 0.376 6
J-UNIWARD 0.2 0.296 0 0.2812 0.241 6 0.238 4 0.2389 0.228 4
0.3 0.186 1 0.1717 0.1319 0.128 0 0.1312 0.1229
0.4 0.107 1 0.096 4 0.066 9 0.062 3 0.066 9 0.060 8
55
0.05 0.4619 0.4555 0.454 0 0.448 7 0.4453 0.440 2
0.1 0.404 7 0.396 0 03717 0.365 8 0.374 0 0.363 2
UERD 0.2 0.288 5 0.2747 0.227 6 0.223 4 02377 0.226 0
0.3 0.1850 0.171'1 0.123 1 0.1195 0.138 0 0.129 6
0.4 0.107 8 0.097 3 0.067 2 0.062 7 0.074 5 0.068 2
0.05 0.478 1 0.474 4 0.4743 0.472 0 0.464 1 0.462 1
0.1 0.437 8 0.434 3 0.429 3 0.424 0 0.410 8 0.405 6
J-UNIWARD 0.2 0.3389 03314 03195 0.309 0 0.2871 0.278 2
0.3 0.238 2 0.2277 0.213 1 0.198 7 0.179 5 0.169 1
0.4 0.1539 0.143 3 0.130 4 0.1182 0.103 1 0.094 5
75
0.05 0.468 5 0.465 8 0.469 1 0.465 8 0.464 2 0.4617
0.1 0.4255 0.420 7 0.424 3 0.4190 0.4159 0.409 4
UERD 0.2 0.3313 0324 8 0.326 8 0.316 0 0.309 9 0.300 3
0.3 0.246 1 0.2372 0.2373 0.223 6 0.2170 0.209 6
0.4 0.173 7 0.166 2 0.169 5 0.1557 0.147 4 0.1372
0.05 0.496 0 0.494 6 0.4951 0.4950 0.492 5 0.4919
0.1 0.484 7 0.480 1 0.482 8 0.4810 04751 04739
J-UNIWARD 0.2 0.440 5 0.434 2 0.442 6 0.436 0 0.422 4 0.418 2
0.3 0.379 8 0.369 5 0.383 9 0.3722 0.350 8 03435
0.4 0.3100 0.299 1 03128 0.292 1 0.269 4 0.2617
95
0.05 0.494 4 0.492 2 0.4952 0.493 2 0.491 4 0.4913
0.1 0.4815 0.476 8 0.483 7 0.4809 0473 4 04729
UERD 0.2 0.437 5 0.430 7 0.443 6 0.4425 0.4279 04245
0.3 0.380 5 03721 0.3952 0.387 4 0.369 4 0.363 5
0.4 03132 0.305 1 0.334 6 0.322 4 0.299 2 0.289 7
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